STORAGE

|T ‘&
X E‘ﬂ iAZUR al

I11|0|

Data Preprocessmg

= R s ) I’L/—\H’Uf\ll Tl \{@

Sl & e R
e 'S4 &R = e

@ @@ K iH o S m [DEVICES - D “D

s -

pr
|
e
ke
B
%U
l
i
NTERNET OF THINGS
Comn JW—1IE)







=2

K
wl K K
= wl wl
D E R
r o X0
K 30 3 © O

“suanlab

- OI0|E{ X 2| (Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection)



Sp 1. O| AHX| EtX|




0 I gxl EI-XI Anomaly/Outlier Detection

n Olél—Xlanomalies/ouﬂiers EI_|- _?_91\O|_|7|'7
» GO|E2| LI X| 21t 'SS| CHE |0 24 &%t

>

= —
7 E2 HO|e7t s 82, =8 /i SO| StL7t &b 2
o

LS
0| E8, 0. 7280 7| 20| ZA| F=

» SROAL 7 E = US
» 10D EQRM8O|H) 7|, 24

F HENNOR 5O HY &

- OI0|E| X 2|(Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection)

|-EI_‘I| 'c'>'|-_Q|Naturalimp]ication7|— OleF'6|- Z-\l% AI—[HI'| OZ EES Al

“suanlab



O] SX| X2 2

Antarctic Ozone Hole
Average Area

Morth Amenica

20
Antarctica

= 10

:IIIII||IIIIt|lIIII|||]

1979 a0 2001

Hole defined as area = 220 Dob=son Units
source: MNASA Goddard Space Flight Center

milion Square Kilometers

Ol OB X 2| (Data Preprocessing) - 11 O] &f X| & X|(Anomaly Detection)

7+ Q43 = & AF (British Antarctic Surve 01|°|oHTbI
= X200 et 2 &S| E s/t AN +=FHLt
10% & 1‘18;20%

2 Nimbus 7 Q15942 LE TF2 7| EoH7| flet &
H|E Z7HA[ 2 QU °' AX|BHH|ZO I 2 2E SEE 7| =5t

x| QTR

FlE0 7| Bl LESE= R IO ARH EZED
20| 2[5l O 4 K| = F|= =0 I 7| &=

Sources:

http://exploringdata.cqu.edu.au/ozone.html
http://www.epa.gov/ozone/science/hole/size.html

“suanlab



o] 3|2 &2l

» L= 2222 H|O]H

. QaIK|o| DS SHSIK| T RHEO| T 7Y 0] 92
m I|— g |:||_=| '6c'D=|Natural variation
. HEMEORI|II 2 AZE

- |:-||O|E_—| 'IEI' ata errors

= 200 IH2 E (2F 90kg), 24

Ol OB X 2| (Data Preprocessing) - 11 O] &f X| & X|(Anomaly Detection) S" suanlab



- OI zNoiseg_I- 0 I gxl Anomalies_(_)_l ?._E_

: 0| R TR E|UALY, QO F 0| ALt
: R ER 7|2
. QURX|FAIQI XS
« L O| =7} HIEA| H|A
» L O0[== Z0|&X| B

L
« O|AMX|7} 0| =9| Z

O] UALE LG = 4K

4

>

S

L
O

| 2XO|Lt K| S H-FotK| = 5

i
-

i E oo o
o XN

21017 Ot 2= 022 & US
» L O| =2} O] K| = 2HHO| AUX| 2 BIHS| 7HE

- OI0|E| X 2|(Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection)

“suanlab



Lo —
n Al_l Xl |-He1ght
n O %IIShape
= A_ll'l 7£‘Color

» D= H3= AMESHY O|JX[E R717H Odd= o= RS
S

- OI0|E| X 2|(Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection)

“suanlab



» B2 O|JA &A| 7|=2 B o] = =/Eh

= ZHK|7} O| & K[O| AL AEX| =

n
S5| 28 7|8 H2 0| of Y

= o — 7 o= =
 [IEAZEH2 = Z0IEC Hd-EEY

» M AA7HHE LRI ™ EE 578

= K0 =%2 0 & = U=

- OI0|E| X 2|(Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection)

“»suanlab



. rcl.i 7 |-Evaluation

» d5= o8 S0t

oo =
= Xl = Supervised y,g H | Il I unsupervised A/ |'§o|'
n _‘é‘_%Efﬁciency
- é) F %I-Context
. D2 57

- OI0|E| X 2|(Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection) E" suanlab



O] &X| BX| 2H|2| HI

» O|O|E E& D7F =0 X|H, O{H YA L tECH 2 Ol X H+E 4= 2= H[O|H =2

= o
EXEDE 7<|-|:|

« §|0|Ef 218 D7} 0K B, top-n7HO| 7HEH 2 O AHK| H42 ZH= B B 0B HOIE &
EDE&%

« HIO|] & D7r X H, O F= QRN 2l (2Lt 20| =0] §l=) HIO|E Z I EL}H
A E ZQIE x5 2ot DO| Lot x2| O] A H5 Al

- OI0|E| X 2|(Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection) Ev suanlab



M2 7|8 o] A A

« CO|E{0] LSt DS A48} 2Ol

= H | Xl - Unsupervised
» O|AMK| = & OFX| U= E0IE

LS 1=

- O|AMK|E RHS QJTAF|= EOIE

= Off K-

- %7:” _E_ IL Statistical distribution

. %—E—IﬁE—IClusters
n §|—_|l| TI?__A—-! Regression
n 7|'6|-'§||-Ge0meh‘ic
n :]_EH IIGraph
n Xl - Supervised
. O[MK|E BB SFOE 25
« oI5 HO[H7HER

- OI0|E| X 2|(Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection)

“suanlab



=Xl 7=

E—E 7| |:||_|-Proximity-based

s O|AK|=LCHE LQIEQFHZ| HO{ Xl X| A
OEI_I?I_ 740 :]_EH.LL|§E 7|-X| 7|—o

Ol = 7| HDensity-based
» MEE EOIE = O|AHK]

. fLH EI_'l |:||- 7é|Pattem matching

« O|Z|H{O|X|EH E Q8 O|HE EL Ao TR T
« O|ZSHI|EIS HX|GHe YnEES YHoR

- OI0|E| X 2|(Data Preprocessing) - 11 0] & X| EtX| (Anomaly Detection)

“suanlab



At %%(A F ._LTJ;E)scatter plots

L1

Ol OB X 2| (Data Preprocessing) - 11 O] &f X| & X|(Anomaly Detection)

“suanlab






AN Y2

» O] A[e] =& X FOl:

= Probabilistic definition of an outlier: An outlier is an object that has a low probability with r
espect to a probability distribution model of the data.

= Usually assume a parametric model describing the distribution of the data (e.g., normal di
stribution)

= Apply a statistical test that depends on
= Data distribution
= Parameters of distribution (e.g., mean, variance)
= Number of expected outliers (confidence limit)

" Jssues
= ]dentifying the distribution of a data set
= Heavy tailed distribution
= Number of attributes
= [s the data a mixture of distributions?
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» K712 7+ 71It2 O| X =0 thet 52| 2= 1o

—

density(x, k)
> _yeN(x.k) density(y, k) /|N(x, k)

average relative density(x, k) = . (10.7)

Algorithm 10.2 Relative density outlier score algorithm.

1: {k is the number of nearest neighbors}

2: for all objects x do

3:  Determine N(x, k), the k-nearest neighbors of x.

4 Determine density(x, k), the density of x, using its nearest neighbors, i.e., the
objects in N(x, k).

end for

: for all objects x do

Set the outlier score(x,k) = average relative density(x,k) from Equation

10.7.

8: end for
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